
42  |  BANKING INSIGHT  | fourth Quarter 2017

Thought Leadership By AngelA yAp



fourth Quarter 2017   |  BANKING INSIGHT  |  43

Of Privacy, Hackers 
& Cybercrime 
Unicorns
A global authority on cybersecurity weighs 
in on the shifting sands of digital financial 
crime in this exclusive interview.

Mikko Hyppönen is masterful on two 
counts: his remarkable ability to 
de-jargon technical concepts and the 

engaging manner in which he delivers it. His 
TED Talk has been watched over 1.5 million 
times and translated into 40 languages. 
Foreign Policy has named him one of its 
Global 100 Thinkers and he’s lectured at 
Stanford, Oxford, Cambridge. 

Hyppönen works with law enforcement 
officers in the US, Europe and Asia to combat 
cybercrime. As Chief Research Officer at 
F-Secure Corporation, one of the largest 
Nasdaq Helsinki-listed security firms in the 
world, he and his team took down 2003’s 
lethal Sobig.F worm that wrecked over 
USD37.1 billion in damages. He warned 
the world about the Sasser outbreak and 
conducted classified briefings on the operation 
of the Stuxnet worm designed to sabotage 
Iranian nuclear enrichment facilities. 

Operating the second-largest lab in the 

world out of Kuala Lumpur, his cutting-edge 
research involves hunting down cybercriminal 
attacks, malware outbreaks and predicting 
where the next vulnerability might arise.

  In less than 6 months, we’ve seen 
large-scale cyber attacks launched against 
financial institutions. Equifax, a US 
credit monitoring agency, was hacked, 
compromising over 145 million Americans’ 
private data, and Deloitte recently 
announced hackers had accessed sensitive 
blue-chip client information. Where are 
companies falling short?

Both companies you mentioned, Deloitte 
and Equifax, are great examples of companies 
that have a hard time securing their networks 
because they are so large. 

When your organisation grows big enough, 
it’s guaranteed you have some kind of a 
breach at some part of your network at 
all times. When you have 100,000 work 
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  In both cases, there were lags 
reporting stolen data. Deloitte 
detected the hack as early as March 
whilst Equifax knew in July, but 
they only informed customers 
in September. Should there be 
standards for this? 

The real victims in data breaches 
are the people whose data are lost. 
Of course, if that happens, regulation 
should guarantee that the victims are 
notified. But if it’s not mandatory to 
inform your customers that you’ve been 
hacked, then companies won’t because 
it’s embarrassing.

In the EU right now, we have no 
legislation or regulation which would 
guarantee that you get notified if your 
credit card information was stolen from 
an online store. But this is going to 
change next May with the General Data 
Protection Regulation that will come into 
effect. 

In the USA, similar regulation has 
been in effect for a decade. This is 
why we hear about Equifax and other 
hackings of US companies – they have 
to tell their customers. 

In Asia, we still have a long way to 
go with regulation. Right now, it really 
depends on the country. Some countries 
have local regulations making victim 
notification mandatory, others aren’t 
even working on that. Singapore and 
Malaysia have rules on this but countries 
like Vietnam and mainland China don’t. 
It’s really a mixed bag. 

  In a bid to stress test their security 
systems, corporate-sanctioned 
hackathons are increasingly popular. 
Is this effective or do sanctioned 
hackathons only attract ‘amateur’ 
hackers?

Hackathons and bug bounties work. 
The basic idea is that you take the skill 

and power of hackers and you use them 
for good rather than bad. So you can 
either try to fight hackers or you can try 
to work with hackers. 

This is especially true with bug 
bounties where organisations invite 
hackers to break into their system – they 
actually give them permission to break 
into their system with one clause: If you 

stations in 100 different countries with servers 
and data centres all over the globe and you have 
20,000 laptops travelling somewhere right now, 
it’s guaranteed that there’s something wrong 
somewhere. 

So, if the question is: How many of the Fortune 
500 are being hacked right now? The answer is 500. 

Every single one of them will have some 
breach and the breach might not have to be huge. 
It might be a single laptop getting infected at 
an airport lounge. But you will never be able to 
create a scenario where you will be able to keep 
the attackers out all the time…and you shouldn’t 
assume that either. 

You should assume that there is always a breach 
and you really should be focused on detecting and 
responding to that breach. I think this is where 
these companies have failed. They have put a lot 
of effort into building this hard, ultra core to keep 
everyone out all the time and if that fails, then 
everything fails. 

So you should assume that you always have 
a breach and you should put a big part of your 
resources into detecting and responding to that 
breach. 

So, if the question is: How many of the Fortune 500 are being 
hacked right now? The answer is 500. Every single one of them 
will have some breach and the breach might not have to be 
huge. It might be a single laptop getting infected at an airport 
lounge. 
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are able to break in, you have to tell us 
how you did it. And as they tell how they 
did it, they get reward money. 

Bug bounties are not only a great 
way for organisations to find the 
vulnerabilities they were not able to 
find themselves, it’s also a great way 
for young people to learn these skills 
without doing anything illegal. I get a lot 
of young people contacting me who are 
really itching to hack something, they’d 
really like to break into somewhere 
and I always tell them: “Don’t do it, 
that’s illegal, you’re going to destroy 
your future. You can get exactly the 
same rush, the same thrill legally by 
participating in bug bounties. There are 
lots of companies running bug bounties 
– Apple, Microsoft, Google – and you 
can try and break their systems. If you’re 
successful, then they will pay you. How 
cool is that?”

Hackathons are a little bit different. 
You often see both [bug bounties and 
hackathons] combined but hackathons 
don’t always have to be about breaking 
security. It could be about innovation or 
creating new ways of communicating. 
But you really have limited time and you 
use unorthodox ways of inventing new 
solutions to a problem. 

Nevertheless, the hacking culture 
is at the core of hackathons and bug 
bounties. I like both. 

  How have cybersecurity risks 
evolved in today’s digital world, 
especially with the emergence of 
fintech? 

Many of the issues are related to 
cryptocurrency ransomware trojans. 
Before bitcoin, we didn’t really have 
a problem with ransomware because 
it was so difficult for trojan authors 
to collect the ransom payments 
without getting caught. And now with 
cryptocurrencies, they can absolutely 
collect the ransoms without getting 
caught. This has been the main fuel for 
the revolution. 

Another example of cybercrime 
linked to new technologies is rogue 
mining where attackers use other 
people’s computing power to ‘mine’ for 
cryptocurrencies. They infect machines, 

On 17 July 2017, the Asian 
Institute of Chartered 
Bankers (AICB) facilitated the 
signing of a Memorandum of 
Understanding (MoU) between 
UK-headquartered Council of 
Registered Ethical Security 
Testers (CREST) and Persatuan 
Penguji Keselamatan Siber Kuala 
Lumpur, Selangor dan Putrajaya, 
otherwise known as CREST 
Malaysia Chapter, to help promote 
an internationally recognised 
certification and accreditation 
framework for the domestic cyber 
security industry. 

Held at the sidelines of AICB’s 
Global Discourse Series event 
on ‘Cyber Landscape in the 
Malaysian Financial Industry’, 
the MoU to establish the CREST 
Malaysia Chapter marks a 
milestone in the Malaysian 
cyber security industry in 
its continuous pursuit of 
more rigorous standards and 
enhanced professionalism in the 
cybersecurity industry. 

Its strategic aims are two-fold: 
internationally-benchmarked 
CREST-certified penetration 
testers will provide greater 
assurance to clients, and industry-
driven growth will arise from 
knowledge transfer between 
international industry expertise 
and Malaysian cybersecurity 
providers.

The MoU signing, witnessed 
by Donald Joshua Jaganathan, 
Assistant Governor, Bank Negara 
Malaysia and Prasad Padmanaban, 
AICB Chief Executive, aims 
to embed a comprehensive 
framework in penetration testing 
– simulated exercises allowing 
authorised parties to hack into an 
organisations’ IT infrastructure 
to uncover vulnerabilities – as 
a pre-emptive measure for 
organisations to stress test and 
optimally fix infrastructure 
risks, in light of the escalating 
frequency and sophistication of 
global ransomware attacks such 
as WannaCry.

MALAYSIA TOUGHENS 
CYBERCRIME STANCE
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network those machines together and then use 
their combined power as a supercomputer to mine 
cryptocurrencies, typically currencies like Monero 
that can be fairly easily mined on consumers’ 
computers. 

It’s a different type of attack because the victim 
doesn’t lose his or her own money but the victim 
is effectively losing computing power or electricity. 
He or she pays for the infection with his or her 
electricity bill because the computer is now using it 
to mine money for someone else. 

This kind of attack would have been hard to 
imagine just a couple of years ago. Now, it’s a 
reality. 

  You’ve also talked about cybercrime unicorns, 
a term you’ve coined. Few are aware of how 
scaled and organised financial crime has become 
in the digital space. But the average user still 
looks at a security breach as an isolated, one-off 
scam. 

There’s a wide range of hackers but for the 
average computer user, they don’t really understand 
or think about how different, different hackers 
are. They have this abstract idea of an evil hacker 

hacking stuff for fun and, of course, 
that’s not the full picture. 

We do have [that] but we also have 
hackers who hack for protest, for political 
motive, government hackers doing 
espionage for their countries, military 
hackers. Then we have organised crime. 

Now, when I speak about cybercrime 
unicorns, it’s a way of illustrating just 
how large the largest online crime gangs 
have become. They are making huge 
amounts of money with their attacks and 
in many cases, they do it quietly. 

They are not behind these massive 
ransomware outbreaks like WannaCry or 
Petya that become frontpage news. 

If you wanna make a lot of money 
you stay silent, you stay small and you 
operate below the horizon. You don’t 
infect a million computers a day, you 
only infect a few thousand computers a 
day, and then you use those computers 
to steal credit card numbers or valuable 
information or install ransom trojans on 
them. But you keep your operation small 

You don’t infect a million computers a day, you only infect a few thousand computers 
a day, and then you use those computers to steal credit card numbers or valuable 
information or install ransom trojans on them. But you keep your operation small 
enough that they don’t attract too much attention from law enforcement, media or 
security companies. These are the cybercrime unicorns.
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enough that they don’t attract too much 
attention from law enforcement, media 
or security companies. These are the 
cybercrime unicorns. 

We know that many of them are 
making tens of million in revenue every 
month. A normal start-up making that 
sort of revenue, its valuation would 
be a billion dollars or more. That’s the 
definition of a unicorn company – a start-
up that is valued at over a billion dollars. 

The question is: Do we have 
cybercrime unicorns? The answer is that 
we probably do. 

  In securing the Internet, could 
regulation head in a direction that 
would curb innovation especially in 
fintech?

That’s a very good point. We must 
be careful to balance what we’re doing 
if we don’t want to hurt new ideas and 
this is a trade-off we have to carefully 
consider. I worry about the same thing. 

We do want to make sure that law 

enforcers, regulators have good enough 
tools at their hands, but we don’t want, 
for example, to prevent new start-ups 
from being started because they can’t 
fulfil regulations. So we will have to 
balance this carefully. 

  Your insights on the Asian, 
specifically Malaysian, landscape: 
Where you think it stands and its pain 
points in terms of cybersecurity?

There’s a long way to go. There 
are many reasons why there are 
big challenges ahead in Asia. One 
of the megatrends closely linked to 
cybersecurity problems is how up-to-
date systems are. 

For example, on running the latest 
version of Windows. When we look at 
Microsoft statistics – which Windows 
version is most popular where – the 
places that are lagging behind are Africa 
and Asia. 

Here, there are a lot of old operating 
systems, old hardware, old computers, 
old phones, old versions of androids in 
use, much more than in Europe or the 
US. When you have outdated systems, 
it means you’re not getting security 
patches; that means you’re much more 
vulnerable. 

Windows XP – which is over 10 years 
old – has a global market share of 6% 
and hasn’t been supported in more than 
a year. In Asia, Windows XP’s market 
share is over 20%. This is one of the 
reasons why there are bigger challenges 
in Asia – there are more outdated 
machines. 

When we look at Malaysia in 
particular, with regard to cybercrime, 
we are regularly locating Malaysian 
cybercriminals or international 
cybercriminals operating in Malaysia. 

One particular problem seems to 
be Malaysian hosting companies. Take 
phishing sites – websites claiming to be 
a bank or PayPal. These are located all 
over the world but, surprisingly often, 
they are being hosted in Malaysia. 
There are a couple of large, bulletproof 
hosting companies – guarantees that 
your site will not be taken down even if 
the hosting provider gets complaints – 
operating in Malaysia. It will cost more 
to host but you’re able to host illegal 
content. 

Likewise, we know some of the Tor (a 
free software for enabling anonymous 
communication) underground 
marketplaces are physically hosted in 
here. 

Malaysia has a major cybercrime 
problem and that’s why there needs to 
be more work done in this field. 

  Your prediction on how 
cybersecurity risk will evolve and 
where the ‘next big hole’ will appear.

That’s easy – it’s going to be IoT 
(Internet of Things) or connected devices. 

For the last 25 years, we’ve lived 
through a revolution where every 
computer that was offline, is today online. 

The same revolution is now happening 
with everything else. We’ve seen 
computers go online, now we will see 
everything else go online. 

This means everything else becomes 
a target because everything becomes 
a computer – in your home, at the 
workplace, your car, the plane that you’re 
flying. 

This is a big challenge for us to fix in 
the upcoming years – how we secure 
a billion new devices going online since 
we can’t run antivirus software on these 
devices. Q

One particular problem seems to be Malaysian hosting companies. Take phishing 
sites – websites claiming to be a bank or PayPal. These are located all over the 
world but, surprisingly often, they are being hosted in Malaysia. There are a couple 
of large, bulletproof hosting companies – guarantees that your site will not be 
taken down even if the hosting provider gets complaints – operating in Malaysia.


