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MANAGING 
coNducT 

rISK: 
On the road to restoring public trust in 

financial institutions, Asia needed to carve 
its own path to tackle misconduct and restore 

public trust. How has it fared thus far?

cover story by angela yap & JUlia Chong

ASIAN INSIGHTS

Conduct risk – succinctly described by the European 
Systemic Risk Board as “risks attached to the way 
in which a firm and its staff conduct themselves” – 

is prevalent at every touch point in a financial institution 
(FI). 

Due to its vast scope – ranging from the treatment 
of vulnerable customer segments to manipulative 
behaviour in the structuring of financial products – 
controlling this far-reaching risk class has posed practical 
challenges to FIs. 

The Conduct Cost Project, an associated research 
project by CCP Research Foundation, reports that the 
financial consequences of misconduct at 20 major global 
banks clocked £252.25 billion in the 2011-15 period. 

But more pressing is the opportunity cost this risk 
poses to the sector. Bank of England’s Minouche Shafik 
in an October 2016 presentation titled “From ‘Ethical 
Drift’ to ‘Ethical Lift’: Reversing the Tide of Misconduct 
in Global Financial Markets” put the figure at £275 billion 
since 2008 which translates into more than £5 trillion 
in reduced lending capacity to the real economy. In 
similar vein, the European Systemic Risk Board’s June 
2015 reporting on misconduct risk in the banking sector 
pronounced lower Common Equity Tier 1 ratios of global 
systematically important banks due to fines.

Regulators in the US and Europe – markets directly 
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impacted by the global financial crisis – have charted 
the course for greater oversight of conduct through 
the establishment of dedicated agencies such as the 
UK’s Financial Conduct Authority (FCA) and the US’ 
Financial Industry Regulatory Authority, Inc. (FINRA). 

Asia too has moved in a similar direction, though 
in a more contextualised manner with slightly 
different priorities. The end goal however is the 
same – to encourage banks to do the right thing 
by moving away from standardised reporting and 
embracing a judgement-based approach to address 
the underlying causes of misconduct.

reGionaL Priorities
In an interview with Banking Insight, Ei Leen 

Giam, Regulatory Advisory Leader at Deloitte 
Southeast Asia, weighs in on the regions’ progress 
thus far: “Generally, banks in Southeast Asia 
are trailing behind their Western counterparts, 
particularly, the European banks in the wake of the 
scale of enforcement actions taken against these 
banks. The Dutch and UK regulators have instituted 
regulatory frameworks and tools laying ground 
for supervisory action in the area of conduct and 
culture.”

 Citing De Nederlandsche Bank, the Dutch central 
bank’s comprehensive supervisory framework 
on behaviour and conduct and the FCA, these 
moves are representative of increased scrutiny and 
engagement by the regulators and the tightening 
regulatory environment and engagement with 
individual firms on issues of conduct and culture, 
pushing for enhanced rules on accountability, 
incentives, fair treatment of consumers and 
whistleblowing.

Although Asia is seemingly late to the game, this is 
best explained through regional patterns that evolved 
in response to the global financial crisis (GFC). 

Though the crisis exposed severe shortcomings in 
the global financial architecture, these lapses arose 
out of the US subprime mortgages with a primary 
contagion effect to Europe. Studies have shown that 
systemic contagion to the rest of the world, including 

Asia too has moved in a similar direction, though 
in a more contextualised manner with slightly 
different priorities. The end goal however is the 
same – to encourage banks to do the right thing 
by moving away from standardised reporting 
and embracing a judgement-based approach to 
address the underlying causes of misconduct.
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Southeast Asia, was secondary.
An OECD Economics Department 

Policy Note published in June 2012 
titled ‘Financial Contagion in the Era of 
Globalised Banking?’ stated: “During the 
recent global financial crisis, all countries 
suffered from strong contagion, but the 
regional patterns were different from 
the earlier crises of the 1990s. This time, 
Latin American and Asian economies 
were among the least affected, whereas 
advanced economies and European 
emerging countries were those exposed 
to the strongest contagion shock.” 

This supports early-day findings of Asian 
regulators in the months following the 
GFC. Noted economist Dr. Rakesh Mohan, 
then Deputy Governor of the Reserve 
Bank of India, remarked at an IMF-FSF 
meeting in Washington D.C. on 9 October 
2008 that Asian banks, having shaped up 
its financial institutions as lessons learnt 
from the Asian financial crisis in the late 
1990s – including overhaul of its financial 
regulations, strengthening oversight of 
financial institutions which helped reduce 
risk-taking by households and firms – were 
already in better initial conditions than their 
Western counterparts at the onset of the 
GFC. 

More recently, academicians such 
as Prof. Richard Pomfret, advisor to 
multilateral agencies such as the World 
Bank and Asian Development Bank and 
former professor of economics at Johns 
Hopkins University, affirmed the view that 
Asia did not experience significant financial 
crises and open economies in the region 
recovered relatively rapidly from the GFC. 

Additionally, the same OECD Policy 
Note evidenced the trend that “higher 
banking sector capitalisation and larger 
reliance on deposits have reduced 
vulnerability to financial contagion” with 
countries where banks have funded credit 

to a larger degree through deposits having 
lowered risk of bank balance-sheet driven 
contagion leading to a banking crisis. 
Today, ASEAN banks like Malaysia have 
met and exceeded Basel III requirements 
for capital adequacy ratios, ahead of 
European and American banks. 

Nonetheless, the need for concerted 
global action is necessary if the intention 
is to nip misconduct at the bud. 

At the most recent Financial Stability 
Board Regional Consultative Group (FSB 
RCG) for Asia held on 9 June in Bangkok, 
the spotlight for regulators was on the 
restoration of public trust through the use 
of governance frameworks to address 
misconduct risk in the finance sector. The 
deliberations, among others, included 
the role of supervisors in influencing 
appropriate culture and the FSB’s Working 
Group on Governance Frameworks which 
was established to explore the use of 
governance frameworks to mitigate 
misconduct risk with a view to potentially 

developing a supervisory toolkit or 
guidelines. 

Thus, although the task of managing 
conduct risk in financial services in 
Asia has evolved at its own pace and 
in a different context from its Western 
counterparts, avoiding a recurrence of 
the lapses of the GFC is today a global 
priority. Risk misconduct directly impacts 
stability of the sector in toto and any 
meaningful toolkit or guidelines needs 
to comprehensively cover the spectrum 
of global experiences. The current 
stocktake on the state of affairs by the 
FSB will culminate in a March 2018 
report on efforts by national authorities, 
firms, international bodies and industry 
associations to mitigate misconduct risks, 
including culture, Board membership 
and effectiveness, risk management and 
internal controls plus people management 
and incentives. 

What is certain though is that by 
managing misconduct early on, financial 
institutions in the region have the potential 
advantage of improving overall profitability 
at significantly lower levels of regulation 
than currently imposed in the West.

coMMon theMes in 
Misconduct

Giam described the progress of 
Southeast Asian firms as “largely 
compliant, with published actions 

Though the crisis exposed severe shortcomings in the global 
financial architecture, these lapses arose out of the US 
subprime mortgages with a primary contagion effect to Europe. 
Studies have shown that systemic contagion to the rest of the 
world, including Southeast Asia, was secondary.
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financial institutions or employees of financial 
institutions have become more prevalent in 
the public eye. Referencing the eight drivers of 
misconduct model (see box story), Giam indicates 
the most common theme of lapses in Southeast 
Asian compliance culture are: (i) individuals and 
leadership are not responsible or held to account 
for misconduct; (ii) failure to identify and manage 
conflicts of interest; (iii) disparate subcultures or a 
problematic prevailing culture.

 “It is difficult to pinpoint exactly the root 
causes underlying such misconduct in view that 
the eight drivers often overlap in a firm due to 
their intertwined nature,” she says. “Nonetheless, 
from the examples of conduct failings above, 
we can see that financial institutions are more 
likely to be susceptible when there is a poor 
corporate compliance culture due to unpunished 
misbehaviour, failure to manage conflicts of 
interests and lapses in behaviour of supervisors 
and/or senior management.”

“Notwithstanding, financial institutions should 
not disregard that the key drivers tend to work 
together to create an environment that incentivises 
and reinforces problematic behaviour, hence all 
eight areas should be considered when formulating 
their approach towards conduct risk management.”

BuLLish on asean
Early signs point to growing trust in financial 

services (FS) globally. The latest 2016 Edelman Trust 
Barometer clocked an eight-point rise in FS global 
trust over a five-year period. 

This marks an opportune time as ASEAN is primed 
to be at the receiving end of global growth. The 2016 
ASEAN Business Outlook Survey indicates broad 
optimism of US companies in the region on the 
back of the ASEAN Economic Community (AEC), 
a turnaround from previous years of scepticism, 
with investors especially bullish about expansion 
prospects in Myanmar, Indonesia and Vietnam. 

The AEC Blueprint paves the way for greater 
financial integration that includes, amongst others, 
liberalisation of capital account regimes, inter-linked 
capital markets, and harmonised payments and 
settlements systems. This underscores the urgency 
for banks in the region to strengthen integrity of the 
sector.

Embedding a risk culture is challenging – there 
is no ‘one size fits all’ solution and much of the 
work to be done is in uncharted territory. What 
is certain though is that banks that take control 
of organisational risk culture will eventually reap 
the rewards of improved relationships, business 
performance and financial profitability.

of gross misconduct being the rare 
exception rather than the norm”. 
Nonetheless, Southeast Asian 
regulators have identified several areas 
of improvement given the climate 
of heightened focus by the Financial 
Stability Board on misconduct risks. 

Most recently, Giam cited Bank Negara 
Malaysia’s 13 April 2017 publication of two 
documents to enhance market conduct. 
The first concept paper on proposed 
Principles for a Fair and Effective Financial 
Market serves as an anchor for various 
codes of conduct and any activities 
related to promoting the fair and effective 
functioning of the financial market; the 
second is a new code of conduct for 
Malaysian Wholesale Financial Markets 
that sets out the principles and standards 
to be observed by market participants 
and the role of industry associations in 
preserving stability.

 Overall, she predicts regulators in 
Southeast Asia will gradually introduce 
more reviews and initiatives to enhance 
compliance practices within the industry.

“Within Southeast Asia, we note that 
enforcement actions in relation to insider 
trading, false trading or unauthorised 
trading taken against individuals who are 
not employees of financial institutions are 
generally more common,” Giam says. 

In recent years, however, such high 
profile cases of misconduct by both 

Notwithstanding, 
financial 
institutions should 
not disregard that 
the key drivers 
tend to work 
together to create 
an environment 
that incentivises 
and reinforces 
problematic 
behaviour, 
hence all eight 
areas should be 
considered when 
formulating their 
approach towards 
conduct risk 
management.

ei leen giam
Regulatory 
Advisory Leader
Deloitte 
Southeast Asia
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1   disparaTe 
subculTures or 
a problemaTic 
preVailing culTure

Deemed the “heart of 
ethical lapses within financial 
services”, the disconnect 
occurs when the tone at 
the top – through explicit 
and implicit behaviour – is 
out of sync with expressed 
organisational aspirations. 
Improving the firm’s culture 
is a central element in the 
restoration of trust in the 
financial system that, in 
many firms, is today being 
practically addressed through 
active change management 
programmes through 
retraining of its workforce 
and more regular discussions 
at the Board level with 
regard to risk, conduct and 
compliance. Sweeping 
regulatory reviews from 
regulators such as FINRA’s 
targeted exams on how firms 
establish, communicate and 
implement cultural values 
and whether these are 
guiding appropriate business 
conduct, and the Hong Kong 

Monetary Authority’s guidance on promoting sound 
culture in banks consistently emphasise the need to 
improve and maintain good firm culture.

3   failing To haVe a “balanced scorecard” 
for human resource decisions

Recruitment, remuneration, promotion, professional 
development, and dismissal decisions that value short-
term revenue generation over other important aspects 
of performance can incentivise misconduct. For 
instance, recruitment that consistently ranks a history 
of sales or trading success above other key factors 
such as customer satisfaction or management skills 

 DELOITTE’S 
CENTRE FOR 
REGULATORY 
STRATEGY 
RELEASED 
ITS REPORT 
‘managing 
conducT risK: 
addressing 
driVers, 
resToring TrusT’ 
IN MARCH 2017, 
HIGHLIGHTING THE 
EIGHT DRIVERS 
OF MISCONDUCT 
THAT INCENTIVISES, 
REINFORCES 
AND SPREADS 
PROBLEMATIC 
BEHAVIOUR:

2   cusTomer needs and suiTabiliTy are noT 
guiding producT lifecycle pracTices

Various product governance and consumer 
protection obligations across 
jurisdictions mean that firms need 
to understand whether products 
are fit-for-purpose and actions are 
in the customer’s best interest. 
For instance, in December 2016, 
the Australian government issued 
a proposal paper titled ‘Design and 
Distribution Obligations and Product 
Intervention Power’ that aims to subject issuers and 
distributors of financial products to supplemental 
disclosures as a form of enhanced consumer 
protection to reduce product failures and/or mis-selling 
of financial products that do not meet their needs.

08
DRIVERS OF
MISCONDUCT

cover story managing CondUCt Risk: asian insights



Second Quarter 2017   |  BANKING INSIGHT  |  23

will tend to build a workforce 
whose behaviour mimics 
this ranking. An example is 
trading strategies that ignore 
market integrity rules and 
longer-term performance 
because an individual’s 
bonus is based on short-term 
trading profit, an area which 
conduct guidelines such as 
the Bank of International 
Settlements’ Fx Global 
Code aims to address and 
rectify. The use of balanced 
scorecards – a performance 
metric designed to identify 
and improve various internal 
functions of a business 
and their resulting external 
outcomes – is employed to 
create a behavioural shift by 
rewarding good conduct. 

4   indiViduals and 
leadership are noT 
responsible or held 
To accounT for 
misconducT

It is required that all 
three lines of defence in 
a bank – frontliners who 
should “own” risk assessing 
and management; risk 
officers as second line of 
defence for monitoring; 
internal audit as the third 
line to test and escalate 
matters to the Board – work 
simultaneously to curb bad 
behaviour. This is effectively 
carried out by creating 
a “speak up” culture, 
strengthening complaints 

and whistleblowing processes to ensure provisions 
are in place to protect against potential retaliation.  

5   failing To idenTify and manage 
conflicTs of inTeresT

Non-action in instances of opportunism, ranging 
from internal processes such as insider trading and 
to more wide-ranging rate-fixing scandals, incentivise 
misconduct. In light of this, a stable of regulator-driven 
ethics rules such as the US’ Volcker Rule, part of the 
Dodd-Frank Act, as well as enterprise-driven actions to 
build ‘China Walls’ between operations, are ongoing.

7   manual and complicaTed processes and 
procedures

This includes lengthy and convoluted compliance 
policies, repetitive risk approval processes and 
frequent changes to process and procedures which 
have become endemic in many regulated businesses. 
In such instances, misconduct may be accidentally 
triggered due to a lack of understanding. Hostility 
may build around what individuals deem to be 

“bureaucratic roadblocks”, 
undermining the integrity 
of risk and compliance 
procedures built to prevent 
such poor conduct in the first 
place. The result: a move by 
FS towards simpler, fewer 
but better rules, as well as 
automation through digital 
transformation projects to 
reduce human error.

8   WeaK moniToring 
and surVeillance 
sysTems

This inadequacy exposes 
the leadership to continued 
misconduct. Criticisms in this 
regard range from outdated 
control procedures to 
inaction upon detection and 
many banks have boosted 
monitoring and surveillance 
capabilities in light of greater 
regulatory oversight either 
by shoring up on compliance 
headcount or deploying 
financial technology such 
as integrated ledgers and 
roboanalytics. Q

n Angela Yap is a multi-
award-winning entrepreneur 
and founder of Akasaa, 
the social enterprise. An 
ex-corporate banker, she 
writes on issues of business, 
finance, ethics, human rights 
and social history. Julia 
Chong is a KL-based writer 
and researcher.

6   complex, disconnecTed or 
“groWTh aT all cosT” business 
models

There may be a tendency to develop 
silos where different cultures, behaviours 
and operational practices incubate, leading 
to overlooking of early warning signs. 
Entities working across multiple 
jurisdictions have the additional 
vulnerability of “inharmonious 
and challenging state, national, 
and global regulation” resulting 
in incongruent interpretation 
of policies. In response, the 
industry has adopted a more 
holistic approach to good governance 
and supervision enforcement. For 
example, Japan Financial Services Agency 
advocates a “dynamic supervision” 
approach beyond minimum standard, 
moving from “a formality check of 
financial institutions compliance with rules 
and regulations” to one of best practice 
providing “better quality financial services 
to customers”.


